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1	Decision/action requested
SA3 is kindly requested to approve the proposed key issue. 
2	References
[1]			TR 23.700-29 v.0.2.0
3	Rationale
This contribution proposes a new KI on the authorization of UEs and satellites in a UE-satellite-UE communication scenario.
4	Detailed proposal
******** START OF CHANGES ********
5.X			Key Issue #X: Authorization in UE-satellite-UE communication scenario
5.X.1		Key issue details
TR 23700-29 [1] key issue #3 describes the following issue related to supporting UE-satellite-UE communication for IMS voice and video as well as MCPTT services:
“-	Conditions (such as eligibility, restrictions, authorization …) for realizing UE-satellite-UE communication for UEs”
Whether the end UEs can communicate over satellite without the user plane traffic going through the ground network needs to be assured by the satellite. Similarly, whether a satellite can provide UE-satellite-UE communication needs to be assured by at least one of the end UEs.
3GPP system should be able to authorize a satellite to provide UE-to-UE communication services and a UE to make use of UE-satellite-UE communication services.  
5.X.2		Security threats
An attacker may impersonate a satellite, hence if the UEs cannot verify whether the satellite is authorized to provide UE-to-UE communication services, the attacker may perform a denial-of-service attack by e.g., dropping messages.
Similarly, if a satellite cannot verify whether a UE is authorized to use UE-satellite-UE communication services, an attacker (or multiple attackers) may take advantage of the lack of authorization verification to abuse the service.
5.X.2		Potentially security requirements
The 3GPP system shall support authorization of the satellite to provide UE-satellite-UE communication services.
The 3GPP system shall support authorization of the UE to make use of UE-satellite-UE communication services. 
******** END OF CHANGES ********
